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JlucepTrariiiiie  TOCHIIKEHHS TPHUCBSIYCHE PO3B’S3aHHIO  aKTyallbHOTO
TEOPETUKO-TIPUKIIATHOTO  3aBJaHHS — aHali3y IHCTUTYIIWHUX YUHHUKIB
iHpOopMaIliitHO-0e3MeKOBOT MOJITUKH B YMOBAaX BOEHHOT'O CTaHY.

JIJist cydacHOTO CBITY IpUTaMaHHUM TUHAMIYHUNA PO3BUTOK 1H(HOPMAIIHHUX
TEXHOJIOT1H (caMOOYTH1 JWDKUTATI3AIIiHI 3MiHHU), SIKi, TEPIIOEI Yeproro,
JIETEpMIHOBaH1 3pOCTaHHSIM poJi 1H(OpMaIlil B XKUTTI CyCHIJILCTBA Ta JEprKaBU.
OcTtaHHE TPUPOTHO 3yMOBIIOE TTOTPeOy BU(POPMOBYBaHHS €(heKTUBHUX MEXaHI3MIB
3aXUCTy 1H(OPMAIIHOTO MPOCTOPY, IO BKpal akTyajdbHE OO0 30epeKeHHS
HaIlOHAJIbHOI Oe3neku. CBO€ 4eproro, ocoOIMBOI 3HAUYIIOCTI HAOYBAaE PO3TIIS
THCTUTYIIMHUX YUHHUKIB 1H(OpMaIiifHO-0€31eKOBO1 MOMITHKH, IO TOB’sS3aHe 3
CTPYDKHEBOIO POJUIIO OCTAHHIX MO0 MiATPYHTS, PO3BUTKY Ta peaiizallii cTpaTerii
3aXUCTy 1HPOPMAIIHOTO MPOCTOPY KpaiHH.

MoBuThCS TIPO T€, M0 aHAJI3 BUIE3a3HAYCHUX YHHHHUKIB PENPEe3CHTATUBHUN
HE JIMIIIe 11010 HassBHUX BUKJIMKIB Ta 3arpo3, a i jJokamizamii, ineHTudikarii Tomo
MOTEHIIHHUX JIAKyH, HATOMICTh BpaxXyBaHHS OCTaHHIX MPOJIYKYE 3MIITHCHHS
iHbopmartiitHoi 6e3meku. Came ToMy BHOIp TeMH JOCTIHKEHHS 0a30BaHM HA HU3II
pEeBAaHTHUX CKJIQJHHUKIB, TOOYTYBaHHS SKHX KOPEIIOE 3 aKTyaJbHICTIO Ta
3HAUYYIIICTIO I[LOTO HAMPAMY JOCITIKEHHS HAa ChOTOHI. 30Kpema:

a) eeononimuynull konmexcm (TOJIATae y akTyali3alli TaKUX €JIEMEHTIB K
JiaxpoHis (BEpTHKaJbHA JIOKAJI3allisd cTaHy 1HQopMaIliiiHoi 6e3nexku 0e3BIIHOCHO

710 11 IOMepeIHOTO KOHTEKCTY (TpaHcPopMaliiHUX 3MiH, CTaHIB, cIeUdIKN), AKa



MOJIATAE Yy aHaji31 Tiel YM TI€i MapaMeTpu3allii Ha NMEBHOMY eTami: 10 MpUKIady,
aKTyaJIbHUI CTaH) 1 CHHXPOHIs (TOpU30HTAJIbHA JIOKAJI3ALl1sl — 11 CYTh y BIICTEXKEHHI1
JIMHAMIKY T€HE3U TakKoi O€3MEeKH 3 HU3KOK MPUYMHOBO-HACTIIKOBUX 3B’SI3KIB: 0
MPUKJIAAY: MOBHTHCS TIPO BpaxyBaHHsS TaKHX PEJICBAaTHUX BiX K aHekcis Kpumy,
noaii Ha Cxoni YKpaiHu Ta mupokoMacmTabOHe BTOPrHEHHS KpaiHu-arpecopa, skl
3yMOBJIIOIOTh HE JIUIIC BINCHKOBY, a ¥ iH(pOpMaIliiiHy JiHiI0 GPOHTY);

0) 30inbutysana penesanmuicms iHgopmayitinoco npocmopy (WAEThCA PO
3pOoCTaldy pojib JAaHWUX II0J0 BIUIMBY HAa TPOMAJICBKY AYMKY (ne3iHdopmailito,
Mi3iHpOpMallilo, MpomnaraHjay Touo), GOpMyBaHHS THUX YM THUX HApPATUBIB SK
CKJIAJTHUKIB CaMOOYTHBOTO CTOPITEIUIIHTY, HOBOi Mi(oJorii TOmo, 10, CBOEIO
Yepror, CTaloTh YaCTUHOIO MOJEPHOI 17€0JOTTYHOT MOJICUCTEMHU, METOI0 SIKOI €
MaHIyJIIOBaHHS CBIIOMICTIO TPOMAJISH, @ TAKOX POJb 1H(pOpMaIiiHO-0e31eKOBOT
MOJIITUKY SIK THCTPYMEHTapi0 00pOTHOM 3 BUIIIE3a3HAUCHUMH BUSBAMU B KOHTEKCT1
HaI[lI0HAJbHOI O€3IIEKH;

B) JIAKYHI308aAHICMb  aHANi308aHOi  npobremamuxku  (penpe3eHTOBaHA
IyaJbHOIO TPUPOJIOI0 OCTAHHBOI: 3 OJHOTO OOKY, CIIOCTEPIraEMO 3POCTAOUY POJIb
npoOieM iHpopMariiiHOT Oe3MeKH, 10 3yMOBJIIOE aHalli3 IHCTUTYIIMHUX YNHHHKIB,
SKI peleBaHTHI 1070 (OpMyBaHHS Ta peaiizallii BHUINE3a3HAYEHOI IMOJITHKA B
HaIIi KpaiHi; 3 1HIIOrO — IMOCTYIIOEMO BIJICYTHICTh KOMILIEKCHOTO IIJIXOMY 0
BUIIE3a3HAYCHOTO MUTaHHS ¥ MOTpeOy y CHHXPOHIYHOMY ITIXO1 A0 HbOTO, KU
MPOJYKyBaTUME aKTyali3allil0 HaAyKOBOTO CIHAJKy 1 3a0e3NeYuTh OPTraHIvYHICTS,
MUTOMICTh, aIANITUBHICTH TOIIO MPOAYKOBAHUX KPOKIB 3apajifl TAKOI MOTITHKHN);

T) BIaCHE, akmyaibHicme  (JeTepMiHOBaHa  TIOPUAHOIO  POCIMHCHKO-
VKpaiHCBKOIO  BIHHOIO, sKa TIO3HAYeHA (YHKI[IOHYBAaHHSIM IUIO1  HU3KHU
HEIMPaBANBUX, BUKPUBJICHUX TOIIO JAHUX, M0 BUKOPHCTOBYIOTHCS BOPOTOM IS
muckpenuramnii Biagau, 3CY, MoOuTi3aiiHuX 3aX0/iB Ta 1HIIIOTO ¥ MPOTUIIS SKUM
0e3MmocepeTHbO MOB’sA3aHa 3 CaMOOYTHICTIO aKTyali3ailii IHCTUTYIIHHUX YHHHUKIB
y Oe3mneKoBId MOJITHUIIl CydacHOi YKpaiHM) W T) enobanizayitiHuii KOHMeKCm
(monsirae y 1HTerpamii MiKXHApOAHOTO AOCBIAY (KOHUEMIIN, MPAaKTUK, KaMIaHii

TOIIO) MO0 1H(GOPMAIIHHO-0€3MIeKOBUX IHIIIATHB ¥ ajanTailii e()EeKTUBHOTO
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THCTPYMEHTapI0 331l NPOTUJIl HU3L1 1H()OPMALIHHUX 3arpo3 Ha YKpaiHCHbKOMY
MIATPYHTI).

Axmyanvuicms TEMH TOCIIDKECHHS 3YMOBJIEHA EKCIIOHETHUM 3pPOCTaHHSIM
HasiBHUX BUKJIUKIB 1H(pOpMaliiiHOi Oe3MeKH, MOCUICHUX POCIHCHKOI0 arpecie€ro B
VYkpaini. OcTaHHE CIIPOIYKYBaJIO OTPeOy y onepaTUBHOMY pearyBaHHi ii ypsay Ha
MOTOYHI 3arpo3u 3 BUOY/IOBYBAHHSM IMOJITUYHUX KOHIIEMI[IN, CTpaTErii, MPaKTUK
toio. Ilepmioro ueproto, 11e NoB’s13aHe 3 POPMyBaHHAM CTIHKOCTI 1HHOPMALIHHOTO
IPOCTOPY JI0 MOXJIMBHUX Bpa3IUBOCTEH y MallOyTHhOMY W BUOYI0BYBaHHSIM
creHapiiB  mpotuaii iM. CBO€0 dYeprorw, akTyaJdbHUM TaKOXXK € BHBUYCHHS
napaMeTpu3aliiHuX OCOOJMBOCTEM B KOHTEKCTI T'€HE3W HAyKOBHX ITIIXOIIB J0
NOHATTS  1HGOpMaliifHOT 0Oe3exku Ta po3poOKu edeKTUBHUX cTpaTeriii ii
(GYHKIIOHYBaHHS B YMOBaX CYYaCHUX JAMDKUTANI3ALIMHUX W TEOMOJITUYHUX
3arpos.

[Toka3oBo, 110 JOCHTIKEHI Y HAyKOBiii pOOOTI TEOPETHKO-METO0JIOTTIHI
3acajy MOHATTS HAllIOHAJBHOT OC3MEeKH Y THKUTAIZAI[IHHOMY BUMIP1 JO3BOJISIOTH
3MIMCHUTH TIUOOKMM aHami3 iHQopMaliiHoi O€3MeKh SK TeOoINOJITUYHOT
nerepMmiHaHT  (AepkaBHocTi).  Hartomicte  rmbokuit  aHamiz  Oe3mexku
iHbOopMaIIiitHOro mpocTopy YKpaiHu 3 €KCTPAIoNIAIi€0 CydYaCHHX BHKJIMKIB Ta
MDKHApPOJHOTO JOCBITY NPOJAYKYE BHWICHYBaHHS CaMOOYTHOCTI YKPaiHCHKOTO
KOHTEKCTY Ta BHOKPEMJICHHS PEJICBAaHTHUX HAINpsAMIB TeHe3u 1HGOpMaIliiHO-
0€31MeKOBOi MOJIITUKH.

Omxe, BUOIp TeMH JOCHIIKEHHS JETEPMIHOBAHUN HE JIUIIE aKTyaJbHICTIO
aHaI30BaHOI MPOOJEMATUKH, a W TOTPEOOI0 y BHIPAIIOBAaHHI IPYHTOBHOTO,
KOMIUIEKCHOTO i BUYEPITHOTO ITIXOAY A0 MOOYTyBaHHS iHGOPMAIIHHOTO MMPOCTOPY
Vkpainn. OcTaHHI TpoaHaNi30BaHO Yy MeXax Jaucepraiii B KOHTEKCTI
rapaHTyBaHHS CTAJIOTO PO3BUTKY (CTAOLTHLHOCTI, TEHE3U TOIIO) ¥ Oe3MeKu (3aXucTy,
30epexkeHHsT Ta 1HIIOro). CBO€IO uUeproro, 1€ NPOAYKYE MOTPedy y TIuOOKOMY
aHasi31 IHCTUTYIIHHUX YMHHHUKIB ¥ BUIpAIfOBaHHSA €(DEKTUBHUX CTpaTErid 11010
MPOTHUII1 HASBHUM 1 HOTEHIIMHUM 3arpo3aM JIJis TAKOT'0 IPOCTOpPY.

Memoto pobomu € KOMIUIEKCHE Ta BCEOIYHE BHUBYEHHS IHCTUTYLIHHUX



acriekTiB ¢opMyBaHHS Ta peaiizallii iIHpopmMaIiiHO-0€3MeKOBOI MOTITUKHA Y KpaiHu,
BUSIBJICHHSI OCHOBHHUX MPOOJEM Ta BUKJIHUKIB, 110 CTOATH MEPE] IEP>KaBOK y IIii
chepi B KOHTEKCT1 30BHINIHBOT arpecii, a Takoxk po3poOka peKoMEeHJAllii 11010
onTHUMI3allii IHCTUTYHIHHOIO MEeXaH13My 3a0e3reyeHHs HpopMaliiiHo1 Oe3MeKkn Ha
0a31 Kpalux HalllOHAJIBHUX Ta MI)KHAPOJIHUX MPAKTHUK.

O6’ckmom  OdocnioxcenHss € IHCTUTYLIMHI YUHHUHKHA 1H(QOpMaLiiHO-
0e3MeKOBOi MOJIITUKK YKpaiHu B yMOBaX 30BHIIIHIX 3arpo3 Ta BIUIUBIB.

Ilpeomem  Oocnidxcenuss ~CTAHOBIATH TMPOIECH Ta 3aKOHOMIPHOCTI
dbopmyBanHa ¥ peanizaiii iHGOpMaIliiiHO-0€3MEeKOBOT MOJITUKU YKpaiHu 3
ypaxyBaHHIM MDKHAPOHOTO JOCBINY sl 00pOThOM MPOTH POCIiChKOT arpecii.

JIOCSITHeHHST BHIIIE3a3HAUEHOI METH, 00’€KTa, NpeaMera JucepTariiHol
po60TH B1IOYIIOCS IUISIXOM PO3B’SI3aHHS HU3KU JOCTITHUIIBKUX 3A60AHb .

— JIOTIOBHUTH ¥  CHCTEMaTH3yBaTH TEOPETHUKO-METOJOJIOTIYHI  3acaau
JIOCJIIJDKEHHSI TIOHSTTS HaIllOHAJIBHO1 Oe3MeKku Ta il JuKUTaN3aliiHuil BUMIP Y
KOHTEKCTI IHCTUTYIIMHUX YMHHUKIB 1H()OpMAIiitHO-0€311eKOBOT OJIITHKH,

— BUCBITJIIMTH TpaHchopMalliiHi 3MIHU KaTErOpIHHO-TIOHATIMHHOTO amapary
iHpOopMaIliitHO-0€3MeKOBOT MOJITUKK YKpaiHM IMOJ0 WOro JTUHAMIKH, CIEeIUpIKA
TOIIO 3a/UIS BHOKPEMJICHHS KOpEJAMid MDK TIOHSATTSIM HAI[lOHAJbHOI Ta
iHpopMaIiitHOT O6e31eKHu;

— BUOKPEMHUTH CaMOOYTHIO TE€HE3y IOHSATTA HAIIOHAIBHUX I1HTEPECIB Yy
TUKATATI3aIMHOMY BHMIpi, KATETOPU3YBaBIIH, CTPYKTYPYBaBIIH, BUOYTyBaBIIIH
3a 3HAYYIIIICTIO MO0 30BHINIHIX / BHYTPINTHIX CKJIQIHUKIB;,

— BIACTEXXUTH OCOOMMBOCTI TOOYTYBaHHS CHUCTEeMH 1H(QOpPMAIIHHOTO
pOCTOpYy, JIH(PEPEHINIIOI0YM OCTaHHIO IIOA0 (YHKIIHHOI MmapaMeTpu3arii
MOKJIQ/ICHUX Ha HEl MUTOMUX 3aB/IaHb;

— chopmynoBaTH BIIACHE BU3HAYCHHS TMOHATTS JIEPYKABHO-TIPABOBOTO
MexaHi3My iHpopMaIliitHo1 0e3MmeKu, MpoaHaTi3yBaBIU JHKEPETbHY (HOPMATHBHO-
MpaBoBy 0a3y) Ta OI[IHUBIIM €(PEKTUBHICTh HASIBHUX Mojelied iHpopMmaliiiHoi
Oe3IeKy,

— CXapaKTepu3yBaTH CydacH1 BUKIMKHU Oe3mnell iHGOpMaliiHOro MpOCTOPY



VYKpaiHu B KOHTEKCTI apamMeTpHu3aliiHUX OCOOIMBOCTEH pO3ropTaHHsS TOPUIHOT
POCIMCHKO-YKPAIHChKOI BIMHU Ta 1H(OPMAIIIHOT arpecii, sika ii CylpoBOJIKYE;

— EKCTPAIoI0BaTH MIKHAPOIHUN TOCB1T 3aX1THUX JIep>KaB-TIapTHEPIB 100
1HGOpMAIIITHOTO MPOTUCTOSIHHS M1 Yac riOpUIHUX i iHPOpMaLIMHUX BOEH;

— i1eHTU(IKyBaTU BUIM HASIBHUX Ta MOTEHUIMHUX 3arpo3, MPOAyKOBaHUX
pociiickkoro denepariero sl YKpainu, 3amis (GopMyBaHHS PEKOMEHAAIlN 10
ajanTallii i IMIUIeMeHTallll BUI[e3a3Haue€HHX MTPAKTUK, CTpaTErii TOIIIO.

Y pe3ynbrari TPOBEAEHOTO JMOCHIIKEHHS 3100yBayeM OJIEp)KAHO Takl
HAyKOBi  pe3yibTaTH, 3YMOBJICHI KOMIUICKCHUM, TIPYHTOBHMM BHBUYCHHSIM
caMOOYyTHOCT1 T€HE3M IHCTUTYUIMHUX YWHHUKIB 1H(pOpMaIliitHO-0e31eKoBOi
nojitiku Ykpainu. OCTaHHS JOCHIJKEHA Y KOPEIATUBHOMY 3B’SI3Ky 3 HHU3KOIO
BUKJIMKIB B yMOBax riOpHIHOI Ta 1H(GOpMAIIHHOT pOCIHCHKO-YKpPAiHCHKOI BIMHHU.
30kpeMa, HayKoBa po0OOTa 3aMOBHIOE TaKi JAKyHU y aHaI30BaHii mpobieMaTuili:

Vnepuie: a) KOMIUIEKCHO TOCTIHKEHO X0 10 pPO3YyMiHHS 1H()OpMaIiifHOT
Oe3MeKn K CKJIQJHUKA HAI[IOHAJIbHOI O€3MeKH JepKaBU W JIOKAJII30BaHO POJIb 1
MICIIe 1HCTUTYIIMHMX YHMHHHUKIB Yy 1ii ¢yHKIIOHYBaHHI; ©) po3pobiieHO Ta
OOTpYHTOBAHO TEOPETHYHY MOJACIbL I1HCTUTYIIHHOI B3aeMojii B IapuHI
iHpopMalriitHo1 Oe3reku, sika BpaxoBye crnenudiky riOpuaHoi BiiHH Ta moTpely
azanTallii HallloHaJIBbHOT 0€3MEKOBOT CTpaTerii 10 3MIHIOBAHUX YMOB BHYTPIIIIHHOTO
1 30BHINTHBOTO CEPEJOBHINA; B) ONMPAIlbOBAHO ITUPOKUN MacuB icTopiorpadii Ta
peNpe3CHTaTUBHY JUKEpelbHYy 0a3y 3  aHami30BaHOI MPOOJIEMATHKH  3aJJs
BIICTE&)KCHHS TCHE3W IHCTUTYIIHHUX YMHHHUKIB iH(QOpMaIliiiHO-0e31meKOBOi
MOJIITUKK YKpaiHU Ta iX poyli y IbOMY TMPOIECI; T) 3alpOMOHOBAHO aBTOPCHKE
BU3HAYCHHS TOHATTS HAIIOHATBHOI Oe3meku Ta iHdopMaIiitHO-0e3meKoBO1
MOJIITUKY;  T) iACHTU(IKOBAHO BUIM HASBHUX Ta TMOTEHIIHHUX  3arpos,
MPOTYKOBAHUX POCIMChKOIO (hemeparriero s YKpaiau, cpopMoBaHO peKOMEHIAITI1
0 ajanTaiii ¥ IMIUIEeMEHTAIll NPaKTHUK, CTpaTerii TOImo BHUIE3a3HAYEHO]
MOJIITUKH; ) MPOBEICHO BUBUCHHSI 1HPOPMAIIHHO-0€3MIEKOBUX MPAKTUK HA OCHOBI
SWOT-ananizy Ta METOJiB MPOTHO3YBAHHS, IO JO3BOJIMJIO BHU3HAYUTH KITFOYOB1

HampsIMUA ONITHMI3alli1 Aep>KaBHOT MOJIITUKH Y 11 [TapHHI.



Ymouneno ma e60ockonaneno:  a) TEOPETUKO-METOJOJIOTIYHI  3acaiu
JOCIIPKEHHSI TOHATTS HALlOHAJIBHOI O€3MeKH Ta 1l JUDKUTANI3AlIiHUNA BUMIP Y
KOHTEKCT1 IHCTUTYUIMHUX YWHHUKIB 1H(OpMALIHHO-0€3MIEKOBOI  MOJITUKH;
0) KaTeropifHO-MOHATIMHUN amapar TakKol MOJITUKU IIOAO AWUHAMIKU, CHEIU(IKU
TOILIO OCTAaHHBOTO 3a]J1s1 BAOKPEMJICHHS KOPEJISIIN MK OHATTSAM HaI[lOHAJIBHOI Ta
iHpopMarliitHoi 0e3nexu; B) 0COOIMBOCTI MOOYTYBaHHS CUCTEMH 1H(GOPMALIIITHOTO
npoctopy 3 audepeHIiamielo OCTaHHbOI MOA0 (PYHKIIMHOI MmapaMmeTpu3arii
TIOKJIaJICHUX Ha HEl MUTOMUX 3aBJIaHb.

Hosuii pigenv ompumanu nonoscenHs npo: a) CAMOOYTHIO T€HE3y MOHSTTS
HaIlIOHAJLHUX THTEPECIB Yy AWDKUTAI3AIIHOMY BUMIpP1 MO0 iX KaTeropusaiiii,
CTpyKTypH3alii Ta I1HIIOrO 3 BUOYJOBYBaHHAM 3a 3HAYYLIICTIO IOJO
30BHIIIHIX/BHYTPIITHUX CKJIAIHUKIB M KOPEJSIIEI0 3 BIJIUBOM 3aKOHOJIABUMX 1
HOPMAaTHMBHHUX JIOKYMEHTIB Ha (popMyBaHHs 1HPOPMAILIMHOTO TPOCTOpPY YKpaiHu;
0) poib IHCTUTYLIMHUX YMHHUKIB B TMporeci QopMmyBaHHS ¥ peaizarii
iH(pOopMaIliitHO-0€3MeKOBOT  MOJITUKM B  KOHTEKCTI MIXKHApPOJHOTO JOCBIIY
(iHdopMaIliifHOTO MPOTUCTOSHHS Mia 4Yac TiOpuaHUX ¥ 1HGOPMAIIHHUX BOEH) Ta
BUOKPEMJICHHSI ONTHUMAJbHUX MOJEICH B3aeMOii MK PI3HHUMHU 1HCTUTYIIHHUMU
cy0’ekTamMH (BKIIOYAIOYM JCPKaBHI OpraHy, TPOMAJIChKI IHCTUTYIIIT Ta MDKHAPOIHI
oprasizarfii); B) KJIFOYOBI IPHHIUINA Ta MEXaHI3MH MDKHApPOAHOI Koomepamii y
ranysi iHbopMaIiifHOi 0e3MeKkH, M0 MOXKE CTaTH OCHOBOIO JJISi PO3POOKH HOBHX
MDKHApOJHUX JIOTOBOPIB Ta Yroja, a TaKoX HHU3KM BHUKIMKIB Oe3meri
iHGOpMAIIITHOTO TPOCTOPY B KOHTEKCTI MapamMeTpu3alliiHUX OCOOIMBOCTEH
po3ropTaHHs TiOpUAHOI pOCICHKO-YKpaiHChKOi BiiHU H 1H(OpMaIliiiHoi arpecii,
sIKa 11 CYIIPOBOKYE.

Ilpaxmuune 3HauenHs poOOMU TIONSATAE Y MOXKJIMBOCTI BUKOPWUCTAaHHS i
HAyKOBUX 3I00YTKIB Y HaBUaJILHOMY MPOIIEC] (30KpeMa, JEKIIHHNX, CEMIHAPCHKUX
3aHATTAX, KOHTPOJBbHUX poOOTax, ICHUTAX TOIIO y 3akiajgax BUloi ocBiTH). [lo3a
TUM, JaHl JUCEPTAlIMHOTO MOCIIPKEHHS MOXYTh OyTH akKTyaji30BaHl IIiJI 4dac
pPO3pOOKK HABYAIIBHUX KYpPCIB 3 HU3KHU MOJITOJOTTYHUX, COLIOIOTIYHUX Ta 1HIIUX

TUCHUIUIIH. 30Kpema, 3a TaKuMHU HampsMaMH MIATOTOBKM sK «HamioHanba



8

oesnekay, «llomiTonorisny, «MDKHApOAHI BITHOCUHM», «EBPOMEUCHKI CTYAl»,
«Ilndopmariitina Oesnexa» Ta iHIIL. OKpiM TOro, HWOro pe3yibTaTH OLLIBHO
BUKOPHUCTATHU AJI1 CTBOPEHHS HaBYAJIbHUX IMIJAPYYHUKIB, TOCIOHUKIB, METOJAUYHUX
peKOMEeHJalld TOoLo, a TaKOoX IiJl Yac HalMWCaHHA KBaliiKaliHHUX HAyKOBHUX
npailb. Pe3yapTaT HayKOBOTO MOIIYKY MOKJIMKAH1 CIPUATH MOAAIBIIOMY PO3BUTKY
Ta Oe3NnocepelHbOMY BHECKY B TOCHJICHHS HalllOHAJbHOI Oe3lneku YKpaiHu,
(opMyBaHHS CTIHKOCTI 1H()OPMALIHHOTO MPOCTOPY A0 30BHIIIHIX Ta BHYTPIIIHIX
BUKJIMKIB, a TakoX Yy 3a0e3MedyeHHl COPUSTIMBUX YMOB JUIsl PO3BHUTKY
1HpOpMAIIITHOTO CYCIUILCTBA B KpaiHi.

Knwouosi cnoea: BiiiHa, BOEHHUM cTaH, TiOpuaHA BiiiHa, ae3iHGoOpMaIid,
TipkuTanizamis, , iHpopMmariitHa Oe3neka, iHGOpMaIliifHO-0e3MeKoBa MOJIITHKA
iHbopMarliiiHa mojiTuka, 1H(QopMmaliiiHe CycnulbCTBO, 1H(OpPMAIIHHUN TPOCTIp,
€pporneiiceknii Coro3, €BpoIeiickka 1HTErpallis, HallloHaJbHA Oe3MeKa, MoTITHYHA

KOMYHIKaIlis, MOJITUYHA y4acTh.

ABSTRACT

Galipchak V. D. Institutional factors of information and security policy of
Ukraine in the conditions of martial law. — Qualifying scientific work on the rights
of the manuscript.

Dissertation for the degree of Doctor of Philosophy in the field of knowledge
05 Social and behavioral sciences with a specialty 052 Political Science, Vasyl
Stefanyk Precarpathian National University, Ivano-Frankivsk, 2024,

The dissertation research is devoted to solving an urgent theoretical and
applied task — analyzing the institutional factors of information and security policy
under martial law.

The modern world is characterized by the dynamic development of
information technologies (original digitalization changes), primarily determined by
the growing role of information in society and the state. The latter naturally leads to
the need to develop effective mechanisms for protecting the information space,

which is extremely important for maintaining national security. In turn, the
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consideration of institutional factors of information and security policy is of
particular importance, which is related to the latter's pivotal role in the foundation,
development, and implementation of strategies for protecting the country's
information space.

The point is that the analysis of the above factors is representative not only of
existing challenges and threats but also of localization, identification, etc. of
potential gaps while considering that the latter leads to the strengthening of
information security. That is why the choice of the research topic is based on several
relevant components, the existence of which correlates with the relevance and
importance of this area of research today. In particular:

a) geopolitical context (consists in the actualization of such elements as
diachrony (vertical localization of the state of information security without regard to
its previous context (transformational changes, states, specifics), which consists in
the analysis of a particular parameterization at a certain stage: for example, the
current state) and synchrony (horizontal localization - its essence is to track the
dynamics of the genesis of such security with several cause-and-effect relationships:
for example, it is about taking into account such relevant milestones as the
annexation of Crimea, events in eastern Ukraine and the large-scale invasion of the
aggressor country, which determine not only the military but also the information
front line);

b) the increasing relevance of the information space (this refers to the growing
role of data in influencing public opinion (disinformation, misinformation,
propaganda, etc.), the formation of certain narratives as components of original
storytelling, new mythology, etc., which, in turn, become part of a modern
ideological poly system aimed at manipulating the consciousness of citizens, as well
as the role of information and security policy as a tool to combat the above-
mentioned manifestations in the context of national security;

¢) the lacunarity of the analyzed issues (represented by the dual nature of the
latter): on the one hand, we observe the growing role of information security issues,

which leads to the analysis of institutional factors relevant to the formation and



10

implementation of the above policy in our country; on the other hand, we postulate
the lack of a comprehensive approach to the above issue and the need for a
synchronous approach to it, which will produce an actualization of the scientific
heritage and ensure the organicity, specificity, adaptability, etc. of the steps taken
for such a policy);

d) actual relevance (determined by the hybrid russian-Ukrainian war, which
is marked by the functioning of several false, distorted, etc. data used by the enemy
to discredit the government, the Armed Forces of Ukraine, mobilization activities,
etc., and counteracting them is directly related to the originality of the actualization
of institutional factors in the security policy of modern Ukraine); and g) the
globalization context (involves the integration of international experience (concepts,
practices, campaigns, etc.) in information and security initiatives and the adaptation
of effective tools to counter several information threats on Ukrainian soil).

The relevance of the research topic is due to the exponential growth of
existing information security challenges, exacerbated by russian aggression in
Ukraine. The latter has created a need for the government to respond promptly to
current threats by developing political concepts, strategies, practices, etc. First of all,
this is related to the formation of the information space’s resilience to possible future
vulnerabilities and the development of scenarios to counter them. In turn, it is also
relevant to study parameterization features in the context of the genesis of scientific
approaches to the concept of information security and the development of effective
strategies for its functioning in the context of modern digitalization and geopolitical
threats.

It is noteworthy that the theoretical and methodological foundations of the
concept of national security in the digitalization dimension studied in the research
paper allow for an in-depth analysis of information security as a geopolitical
determinant (statehood). In turn, a deep analysis of the security of Ukraine's
information space with extrapolation of modern challenges and international
experience produces a distinction between the identity of the Ukrainian context and

the identification of relevant areas of the genesis of information and security policy.
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Thus, the choice of the research topic is determined not only by the relevance
of the analyzed issues but also by the need to develop a thorough, comprehensive,
and exhaustive approach to the existence of the information space of Ukraine. The
latter is analyzed in this thesis in the context of ensuring sustainable development
(stability, genesis, etc.) and security (protection, preservation, etc.). In turn, this
creates the need for an in-depth analysis of institutional factors and the development
of effective strategies to counteract existing and potential threats to such a space.

The purpose of the study is to comprehensively and comprehensively study
the institutional aspects of the formation and implementation of Ukraine’s
information and security policy, identify the main problems and challenges facing
the state in this area in the context of external aggression, and develop
recommendations for optimizing the institutional mechanism for ensuring
information security based on the best national and international practices.

The object of the study is the institutional factors of Ukraine’s information and
security policy in the context of external threats and influences.

The subject of the study is the processes and patterns of formation and
implementation of Ukraine’s information and security policy, taking into account
international experience, to combat russian aggression.

Achievement of the above goal, object, and subject of the dissertation was
achieved by solving several research tasks:

—to supplement and systematize the theoretical and methodological
foundations of the study of the concept of national security and its digitalization
dimension in the context of institutional factors of information and security policy;

— to highlight the transformational changes in the categorical and conceptual
apparatus of the above-mentioned policy in terms of dynamics, specificity, etc. of
the latter to highlight the correlations between the concepts of national and
information security;

— to distinguish the original genesis of the concept of national interests in the
digitalization dimension and to categorize, structure, etc., arranging it by importance

in terms of external/internal components;
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— to trace the peculiarities of the information space system, differentiating the
latter in terms of functional parameterization of its specific tasks;

—to study and formulate the author’s definition of the concept of the state-
legal mechanism of information security, analyzing the source (regulatory
framework) and evaluating the effectiveness of existing models of the latter;

— to analyze current challenges to the security of Ukraine’s information space
in the context of the parameterization features of the deployment of the hybrid
russian-Ukrainian war and the information aggression that accompanies it;

— extrapolate the international experience of Western partner states in
information confrontation during hybrid and information wars;

— to identify the types of existing and potential threats posed by the Russian
Federation to Ukraine to formulate recommendations for the adaptation and
implementation of the above practices, strategies, etc.

As a result of the study, the applicant obtained the following scientific results,
which are due to a comprehensive, thorough study of the originality of the genesis
of institutional factors of Ukraine’s information and security policy. The latter is
studied in correlation with several challenges in the context of the hybrid and
information russian-Ukrainian war. In particular, the scientific work fills the
following gaps in the analyzed issues:

For the first time: a) approaches to understanding information security as a
component of the national security of the state are comprehensively studied and the
role and place of institutional factors in its functioning are localized; b) developed
and substantiated a theoretical model of institutional interaction in the field of
information security is developed and substantiated, which takes into account the
specifics of hybrid warfare and the need to adapt the national security strategy to
changing conditions of the internal and external environment; c) a wide range of
historiography and a representative source based on the analyzed issues were
processed to trace the genesis of institutional factors of Ukraine’s information and
security policy and their role in this process; d) the author’s definition of the concept

of national security and information and security policy was proposed on the above
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basis; €) the types of existing and potential threats posed by the Russian Federation
to Ukraine were identified, recommendations for the adaptation and implementation
of practices, strategies, etc. of the above-mentioned.

The author clarifies and improves: a) the theoretical and methodological
foundations of the study of the concept of national security and its digitalization
dimension in the context of institutional factors of information and security policy;
b) the categorical and conceptual apparatus of such a policy regarding the dynamics,
specificity, etc. of the latter to highlight the correlations between the concepts of
national and information security; c) the peculiarities of the information space
system with the differentiation of the latter in terms of the functional
parameterization of its specific tasks.

A new level was given to the provisions on: a) the original genesis of the
concept of national interests in the digitalization dimension in terms of their
categorization, structuring, etc. with the alignment of importance in terms of
external/internal components and correlation with the impact of legislative and
regulatory documents on the formation of the information space of Ukraine; b) the
role of institutional factors in the process of forming and implementing information
and security policy in the context of international experience (information
confrontation during hybrid and information wars) and the identification of optimal
models of interaction between different institutional actors (including government
agencies, public institutions and international organizations); c) key principles and
mechanisms of international cooperation in the field of information security, which
can become the basis for the development of new international treaties and
agreements, as well as several challenges to the security of the information space in
the context of the parametrization features of the hybrid russian-Ukrainian war and
the information aggression that accompanies it.

The practical significance of the study lies in the possibility of using its
scientific achievements in the educational process (in particular, lectures, seminars,
tests, exams, etc. in higher education institutions). In addition, the data of the

dissertation research can be actualized in the development of training courses in



14

several political science, sociology, and other disciplines. In particular, in such areas
of training as “National Security”, “Political Science”, “International Relations”,
“European Studies”, “Information Security” and others. In addition, its results can
be used to create textbooks, manuals, guidelines, etc., as well as in writing scientific
research (term papers, diploma papers, master’s, PhD, and doctoral dissertations).
Also, the materials of the scientific work are intended to contribute to the further
development and direct contribution to strengthening the national security of
Ukraine, building the resilience of the information space to external and internal
challenges, as well as to ensuring favorable conditions for the development of the
information society in the country.

Key words: war, martial law, hybrid war, disinformation, digitalization,
information security, information security policy, information policy, information
society, information space, European Union, European integration, national security,

political communication, political participation.
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